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Le concept

Se connecter via différentes interfaces a une interface d’un serveur
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Premier Syn

element fr.. [Virtual Machine 3. m on QEMU/K... | £ client 20161113_1234... [ nal - min Mi... [F-] Terminal - minir mi... [F2] Terminal - mini .. rminal - mini .. "Mode: client”

N client 20161113 123427.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10}] (on mininet-vm) - + x
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codmaenxgacowrFeBEH R @®n %8

Filter: I\p.addr ==10.0.0.2 * | Expression... Clear Save
No. Time Source Destination Protocol| Lengtl| Info
.656569 .0.0. .0.0. 64006 [SYN] Seq=0 Win=29200 Len=8 MSS=1468 SACK PERM=1 TSval=3183652 TSecr=8 WS=512
985 69.675731 10.0.0.2 18.0.0.1 TCP. 88 64000 > 56162 [SYN, ACK] Seg=0 Ack=1 Win=28560 Len=0 MSS5=1460 SACK PERM=1 TSval=3103655 TSecr=3103652 W5=512

986 69.675903 10.0.0.1 10.0.0.2 TCP 96 56162 > 64000 [ACK] Seq=1 Ack=1 Win=29696 Len=0 TSval=3103657 TSecr=3183655

1065 79.712114 16. TCP 99 56162 > 64800 [PSH, ACK] Seq=1 Ack=1 Win=58880 Len=11 TSval=3186166 TSecr=3183661

8.0.1 6.8.2 >
1067 79.722967 10.9.0.2 10.0.0.1 TCP 76 64000 > 56162 [ACK] Seq=1 Ack=12 Win=57344 Len=0 TSval=3106168 TSecr=3106166
1079 79.740096 10.2.0.1 10.0.0.2 TCP 88 44917 > 64000 [SYN] Seq=0 Win=29200 Len=0 M55=1460 SACK PERM=1 TSval=3106169 TSecr=0 Ws=512
1085 79.740368 10.1.0.1 10.0.0.2 TCP 88 40313 > 64000 [SYN] Seq=0 Win=29200 Len=0 M55=1460 SACK PERM=1 TSval=3106169 TSecr=0 WS=512
1095 79.756019 10.0.8.2 10.2.8.1 TCP 92 64000 > 44917 [SYN, ACK] Seq=0 Ack=1 Win=28560 Len=0 MS5=1460 SACK PERM=1 TSval=3186175 TSecr=3186169 WS=512
1098 79.756086 10.0.0.2 1.0.1 >

TCP 92 64000 > 48313 [SYN, ACK] Seq=0 Ack=1 Win=28560 Len=0 MS5=1460 SACK PERM=1 TSval=3106175 TSecr=3186169 WS=512

Tr

Window size value: 29200
[Calculated window size: 29200]
[» Checksum: 8x143d [validation disabled]
= Options: (32 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale, Multipath TCP
[ Maximum segment size: 1460 bytes
[> TCP SACK Permitted Option: True
[> Timestamps: TSval 3103652, TSecr 0
[ No-Operation (NOP)
[> Wwindow scale: 9 (multiply by 512)
= Multipath TCP: Multipath Capable
Kind: Multipath TCP (30)
Length: 12
0000 .... = Multipath TCP subtype: Multipath Capable (@)
. 0080 = Multipath TCP version: @
= Multipath TCP flags: ©x81
1... .... = Checksum required: 1
e weal Use HMAC-SHAL: 1
Multipath TCP Sender's Key: 7876236588249283789 =
[CLEIMoe 64 68 01 00 86 2a db cO 40 98 3e 4a 00 08 cofl. . . ...

CEY 45 00 00 48 ab a8 40 00 40 06 80 05 Ba 06 00 @ woHo i@ Bocaiass J
kB0 60 00 682 db 62 fa 8@ c2 23 fd Bc 60 00 G0 GONEA. . ...




Second Syn

£ client 20161113 1234... | [/-] Terminal - mininet@mi... [-] Terminal - mininetd

element fr.. [Virtual Machine ]

ni... -] Terminal - mininet@mi... -] Terminal - minin

client 20161113 123427.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10)] (on mininet-vm)

-+ x
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codmaienxglacnxwrF e B caan@#Zs % 8

Filter: Iip.addr== 10.0.0.2 ;l Expression... Clear Save

No. | Time | Source | Destination | Prutocu]l Lenqtll Info F

1067 79.722967 10.0.0.
1879 79.740096

10.0.8.1 TCP 76 64000 > 56162 [ACK] Seq=1 Ack=12 Win=57344 Len=0 TSval=3106168 TSecr=3166166

1095 79.756019 10.0.0.
1098 79.756086 10.0.0.

10.
10.

2

1 e
1085 79.740368 10.1.0.1 10.0.

2 2

2 1

>
6.2 >

0.2 TCP 88 48313 > 64000 [SYN] Seq=0 Win=29200 Len=8 MSS=1460 SACK PERM=1 TSval=3186169 TSecr=0 WS=512

8.1 TCP 92 64008 > 44917 [SYN, ACK] Seg=0 Ack=1 Win=28560 Len=0 MS5=1460 SACK PERM=1 TSval=3106175 TSecr=3106169 W5=512
B.1 >

TCP 92 64000 > 48313 [SYN, ACK] Seq=0 Ack=1 Win=28560 Len=0 MS5=1460 SACK PERM=1 TSval=3106175 TSecr=3106169 W5=512

1226 83.827279 .6.0. . : 56162 > 64000 [RST, ACK] Seg=12 Ack=1 Win=88864 Len=0 TSval TSecr=3106168
1238 83.837513 .0.8.: o 64000 > 56162 [RST, ACK] Seg=1 Ack=12 Win=86816 Len=0 TSval=3107196 TSecr=3186166

Aan ceven - cannn [ewkl camon —AANAR 1 An_ A MEE_1ASA CAFY AFAM_1 Tl _A01110E TEAse—A Lie_C17

L] Lo

Window size value: 29200
[Calculated window size: 29200]
[ Checksum: ©0x143f [validation disabled]
= Options: (32 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale, Multipath TCP
[ Maximum segment size: 1460 bytes
[* TCP SACK Permitted Option: True
[» Timestamps: TsSval 3106169, TSecr ©
[ No-Operation (NOP)
[ window scale: 9 (multiply by 512)
= Multipath TCP: Join Connection
Kind: Multipath TCP (30)
Length: 12
08001 .... = Multipath TCP subtype: Join Connection (1)
=~ Multipath TCP flags: ©x@0
... ...0 = Backup flag: @
Multipath TCP Address ID: 4
Multipath TCP Receiver's Token: 3832705926
Multipath TCP Sender's Random Number: 4068407740
0000 60 B4 60 01 60 86 36 Oc f9 @b 7b fa 00 €0 €8 60

0018 45 00 00 48 61 ca 40 00 40 06 c4 el BDa 62 00 01
0028 ©a 00 @0 @2 af 75 fa @@ 9e 7b 04 b3 00 00 0O 0O
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£ client 20161113 _

client_20161113_123427.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10]] (on mininet-vm) - + %
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

eodmarrxe acowgziEEcRcaan@enm x| 8

Filter: Iip.addr == 10.0.0.2 ;l Expression... Clear Save
No. | Time | Source | Destination | Prutucu?| Lengtl| Info al
— Iwe7 J9.7ZZ9%7 . v.v. < Ig.0.0. 1 TCF 76 bAUEY E80=1 ACK=1Z WIn= 44 LEn=u Val=31ublos ECr=31Ub1bb
1879 79.748096 18.2.86.1 10.0.08.2 TCP 88 44917 > 64000 [SYN] Seq=0 Win=29200 Len=0 MS5=1460 SACK_PERM=1 TSval=3106169 TSecr=0 W5=512
1885 79.740368 .1.9.1 .8.9.2 88 48313 > 64000 [SYN]
1895 79.756019 18.0.08.2 18.2.9.1 TCP 92 64000 > 44917 [SYN, ACK] Seq=0 Ack=1 Win=28560 Len=0 MSS=146@ SACK_PERM=1 TSval=3106175 TSecr=3106169 WS=512
1898 79.756086 18.8.0.2 18.1.0.1

TCP 92 64000 > 48313 [SYN,

ACK] Seq=0 Ack=1 Win=28560 Len=8 M55=1466 SACK PERM=1 TSval=3186175 TSecr=3106169 WS=512
1 46 p [SYN] S FO CArK DERM=1 -

12 18.0 2 C 92 [TC aNns ] 64 > 44 [SYN, ACK] Seqg=0 A e Le MS 46

1226 83.827279 . . 76 56162 > 64888 [RST, ACK] Seq=12 Ack=1 Win=88864 Len=0 TSval=3187195 TSecr=3186168

1238 83.837513 o o 76 64000 > 56162 [RST, ACK] Seg=1 Ack=12 Win=86016 Len=0 TSval=3187196 TSecr=3106166

2147 2899.550430 10.0.0.1 10.0.0.2 TCP 88 56169 > 64000 [SYN] Seq=0 Win=2920@ Len=0 MSS=1466 SACK PERM=1 TSval=3811126 TSecr=0 Ws=512
T £l v ¥

Lo | L«

Window size value: 29208
[Calculated window size: 29208]
[> Checksum: ©x143e [validation disabled]
< Options: (32 bytes), Maximum segment size, SACK permitted, Timestamps, No-Operation (NOP), Window scale, Multipath TCP
[ Maximum segment size: 1460 bytes
[» TCP SACK Permitted Option: True
[» Timestamps: TSval 3166169, TSecr @
|> No-Operation (NOP)
[> Wwindow scale: 9 (multiply by 512)
< Multipath TCP: Join Connection
Kind: Multipath TCP (3@)
Length: 12
8081 .... = Multipath TCP subtype: Join Connection (1)
< Multipath TCP flags: 0x@0
.... ...0 = Backup flag: ©
Multipath TCP Address ID: 3
Multipath TCP Receiver's Token: 3832705926
Multipath TCP Sender's Random Number: 3389273748
0000 00 84 €0 61 60 @6 2e se 38 3 ad fc 00 €0 08 0O

0010 45 00 60 48 6c 1T 40 80 40 06 ba 8d Oa 01 60 ©1
0620 ©a 00 €0 82 9d 79 fa 8@ 5 98 ©9 66 00 00 B 0O
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